
AUTO.SKY SECURITY 
Policies and Procedures 

Summary 
This document describes the security aspects involved on the Auto.Sky environment as 

well as security policies and procedures to protect and react to security threats. 
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General Architecture 
The Auto.Sky orchestrates client/server applications that relies on a centralized server running 
the database and the server software component as well as distributed clients running the client 
software component on user workstations. This architecture usually requires local connectivity 
to accommodate the network traffic requirements between the clients and the server. 

The whole customer application including the server and the clients runs within an AWS Virtual 
Private Cloud (VPC). Each customer is assigned to a single combination of network and 
security group that constrains all the communication to elements within the customer 
environment. The following diagram depicts the general architecture. 

On the AWS terminology each virtual machine is referred as an instance. Both the Client 
Instances and the Server Instance are on the same environment isolated from any other 
environment by firewalls and routing policies. 

In order to provide remote access to the Windows interface of the Client, the Client Instance is 
powered with a virtualization engine that is responsible for the Client Software virtualization. 
This solution allows a user on the customer premises to see and work on a screen that is 
actually running on the remote Client Instance. Sending just the screen is much faster and 
responsive than sending actual data between the client and the server which delivers a user 
perception as good as a local installation. The connection between the remote user and the 
Client Instance is authenticated and encrypted. 
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Authentication 
The user authentication happens in two phases. On the first phase the user is authenticated 
against the Auto.Sky user database that sits on a Directory Service. This authentication grants 
access to the application user interface on the Client Instance. On the second phase, each user 
will authenticate against the Application user database that is isolated from the Auto.Sky user 
database and serves exclusive the customer environment. 

The following diagram illustrates the phase 1 authentication. 

1. Using a web browser the user access the Auto.Sky portal and enters his/her credentials.
The connection uses the regular SSL public/private key encryption. The Auto.Sky portal
authenticates the user against the Directory database.

2. Upon authentication, Auto.Sky will assign the user to one of the available Client
Instances on the customer environment. Most environments have multiple Client
Instances serving the users of the same customer. These instances are created every
day with different IP addresses making them a hard target for attacks. The information
required to connect to the assigned Client instance is sent back to the remote user
browser upon authentication and is not displayed to the user. There is no way to guess
the IP addresses of the Clients serving any environment at any certain time.

3. The Connect.Sky browser plugin is automatically called by the browser with the required
information to connect to the assigned Client Instance. Then the Connect.Sky
establishes the secure connection with the proper Client Instance and the user receives
the Client user interface.
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On the phase 2 of the authentication the remote user is already connected to the Client Instance 
but it can only see the application login screen.  

4. Then the user needs to enter the proper application credentials to get authenticated by
the application.

5. Once authenticated the remote user has access to the application resources assigned to
it.

The following diagram illustrates the phase 2 of the authentication. 

User Password 
Each user receives a registration e-mail with directions to setup its own credentials. The whole 
process runs on top of SSL encrypted connections.  

Fault connection attempts above a certain threshold will lock the user account. Password 
recovery can also be requested by the user and does not require operator intervention. 

Password complexity requirements can be setup on a per environment base. 
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Ports and Services 
The remote user needs to access the Auto.Sky authentication portal via HTTPS on port 443. To 
establish the secure tunnel to the Client Instance, the TCP port 491 is used.  

Authorization 
From the perspective of the Auto.Sky authorization each user from a specific environment can 
have access to the applications set assigned to it. Multiple application groups are allowed per 
environment to accommodate different user profiles with access to different sets of applications. 

The Client Instances can be configured in such a way that only specific storage units are visible 
to the users and remote file transfers can be allowed or blocked according to the security 
constraints. 

Administration 
The user administration is performed on the Auto.Sky Administration Panel. Access to this 
Panel is given only to authorized personnel or partner operators with administrative privileges. 
Regular users don’t have access to the Administration Panel. 

The following tasks can be performed on the Administration Panel: 

• Create a user for a specific environment / customer
• Send/Resend the registration e-mail to the end user
• Block the user access
• Remove the user
• List connected users
• List user connection attempts
• Publish/ Remove a specific application
• Install/Uninstall applications on the Template Client Instance

Audit 
Auto.Sky logs all user actions performed on the Auto.Sky user portal such as: 

• Login attempts
• Failed authentication
• Failed login attempts exceed limit with user lock
• Password Recovery
• Password Change
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User actions performed inside the Client Instance are not logged by the Auto.Sky logging 
system. 

Security Breach Notification and Incident Response Processes 

All incidents are immediately reported by the AWS and Sky.One tools and both Auto.Sky 
partner and customers are notified via e-mail and/or phone calls. 

The policy addresses purpose, scope, roles, responsibilities, and management commitment. 
Sky.One utilizes a three-phased approach to manage incidents:  

1. Activation and Notification Phase: Incidents for Sky.One begin with the detection of an
event. This can come from several sources including:

a. Metrics and alarms - AWS maintains an exceptional situational awareness capability,
most issues are rapidly detected from 24x7x365 monitoring and alarming of real time
metrics and service dashboards. The majority of incidents are detected in this manner.
b. Trouble ticket entered by a Sky.One employee.
c. Calls to the 24X7X365 technical support.
If the event meets incident criteria, then the relevant on-call support engineer will start an
engagement with additional security and development resources.

2. Recovery Phase - The relevant resolvers will perform break fix to address the incident. Once
troubleshooting, break fix and affected components are addressed, the call leader will
assign next steps in terms of follow-up documentation and follow-up actions.

3. Reconstitution Phase - Once the relevant fix activities are complete the call leader will
declare that the recovery phase is complete. Post mortem and deep root cause analysis of
the incident will be assigned to the relevant team.

Security Assessment 
In addition to monitoring, regular vulnerability scans are performed on the host operating 
system, web application, and databases in the Auto.Sky environment using a variety of tools. 
Also, AWS Security teams subscribe to newsfeeds for applicable vendor flaws and proactively 
monitor vendors’ websites and other relevant outlets for new patches.  

AWS regularly scans all Internet facing service endpoint IP addresses for vulnerabilities. AWS 
Security notifies the appropriate parties to remediate any identified vulnerabilities. In addition, 
external vulnerability threat assessments are performed regularly by independent security firms. 


